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Abstract Cybersecurity is a constantly evolving field that could benefit most from
the introduction of Artificial intelligence (AI). Al offers cybersecurity opportunities,
for example, to improve attack modeling, prediction, and response. A promising
field of research is Al planning, which involves the automated generation of action
sequences to achieve specific goals. For example, in a logistic scenario, the goal
could be satisfy a location, while in a vulnerability scenario, the goal can be defined
as account credential is compromised ). In this paper, we introduce an Al-based
approach that uses the Planning Domain Definition Language (PDDL) to model
the behavior of cyberattacks, specifically phishing and ransomware. Using an Al
planner, we generate detailed attack steps and classify them into standard attack
lifecycle phases, including reconnaissance, weaponization, delivery, exploitation,
installation, and command & control. The classification is used to propose secu-
rity controls that align with industrial frameworks such as the NIST Cybersecu-
rity Framework and ISO 27001. The approach was evaluated using a scenario of
a phishing attack, highlighting the effectiveness of the classifying attack steps and
providing the countermeasures with compliance to de facto standards. The results
highlight the potential of our approach to Al planning to provide a structured and
proactive methodology to map and understand the behavior of cyberattacks and pro-
vide recommendations for specific protections according to compliance demands.

1 Introduction

Cybersecurity in the era of Al provides opportunities such as the detection of attack
patterns and incident response [1]. A promising subfield within Al is Al planning
[3], which involves the automated generation of strategies or action sequences to
achieve specific goals and has shown the potential to improve cybersecurity plan-
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ning and management by modeling attack patterns and identifying potential attack
paths [15]. With the help of Al planning, organizations can respond more quickly
and allocate resources more effectively.

Al planning has been applied in several cybersecurity fields, such as penetration
testing and incident response [4]. Organizations face difficulties in proactively iden-
tifying the vulnerability and understanding the attack. Al planning helps in decision
making [27] and serves as an ally by providing an attack path, helping to under-
stand the attack landscape, enabling organizations to allocate resources and provide
defense proactively.

In addition to Al planning, selecting and prioritizing appropriate countermea-
sures to address cyberattacks is one of the major challenges in cybersecurity [21].
This task is often complex and requires a deep understanding of the attack landscape
and available security controls. Recommender systems are gaining importance in
this context, helping in decision-making in cybersecurity [12].

Research conducted in the field of cybersecurity applications has shown that Al
planning can utilize the PDDL to effectively model various attack patterns [26] [5].
Although Al planning helps identify potential attack paths, that is essential in cyber-
security. This provides a comprehensive view of adversaries infiltrating the system
and can better anticipate and defend against the attack. Identification of attack steps
is significant for additional support in determining priority and selecting the most
appropriate countermeasures [22]. Choosing the right control against cyberattacks
is not always a trivial task. This is where recommender systems play a crucial role
in supporting the user through the decision-making process.

Recommender systems can help operators prioritize relevant information and im-
prove decision-making processes, making it easier for operators to implement the
appropriate controls. [8] designed MENTOR, a tool that provides recommendations
to end-users and network operators about the appropriate protection service in par-
ticular scenarios. Likewise, [2] proposes a tool to help analysts filter out anomalies
and latent risks by developing a recommendation system based on collaborative fil-
tering and expert knowledge, which generates ratings of the worst cases along with
the best available recommendations.

Although Al planning and recommender systems have advanced, cybersecurity
remains a critical challenge, requiring solutions to proactively address the attack by
providing countermeasures and ensuring safety and security.

In this paper, we present the PDDL-based approach to model the attack and lever-
age the Al planner to generate the attack steps. The generated steps will then be clas-
sified according to the standard attack lifecycle, such as reconnaissance, weaponiza-
tion, delivery, exploitation, installation, and command and control. Based on these
classifications, we offer recommendations for security controls aligned with indus-
try frameworks such as the NIST cybersecurity framework and ISO 27001, ensuring
a more comprehensive and proactive cybersecurity posture.

The remainder of the paper is organized as follows. Section II covers the related
work. Section III describes the approach, Section IV details the evaluation of the
work, and Section V concludes the work and present future work.



Employing PDDL Plan to Recommend Security Controls against Cyberattacks 3

2 Related Work

In this section, we will focus on two perspectives, i.e., Al planning using PDDL
and the recommender systems. We will briefly discuss a few works that will explore
these perspectives.

2.1 AI Planning

Al planning in cybersecurity is beneficial because it improves how security experts
analyze, study, and understand cyberattacks. Prior work in applying Al planning in
cybersecurity applications provides evidence for using PDDL in various cybersecu-
rity scenarios.

In [26], the author proposed an automatic attack path discovery method using
PDDL by creating a manageable device reachability graph partitioning approach
to help the Al planner find attack paths faster. In [4], developed a prototype system
that automates the cyber incidence response system using the Al planning technique.
Their work focuses on False Data Injection Attacks (FDIA) against the smart grid.
In [25] developed an Al planning system for automated red teaming, which helps
build attack discovery and response mechanisms.

Using Al planning [5] proposed an Al planner to generate an attack tree for the
adversarial strategies that can compromise critical infrastructure systems. The at-
tack model is presented in [23] using PDDL to automatically generate an attack
path for the penetration testing scenarios and validate these attacks by executing the
corresponding action, including an exploit against the real targeted network. The
paper[14] proposes an Al planning tool to automate security planning and manage-
ment for mitigating ransomware attacks.

The author [15] leverages Al planning to develop a framework using PDDL to
address security vulnerabilities in cloud computing, focusing on access control mis-
configuration. The author of [16] presents an approach in cybersecurity training by
integrating Al planning techniques, specifically using a PDDL symbolic logic en-
gine, with reinforcement learning. Similarly, in [19], the author explores the appli-
cation of Al planning techniques to enhance cybersecurity by introducing a practical
approach to verify the correctness and completeness of formal functional specifica-
tions, which are essential for identifying potential vulnerabilities.

2.2 Recommender Systems

Recommender systems are used in many fields like E-commerce, Online Advertise-
ment, Netflix, and YouTube [6], but there are also opportunities to use recommender
systems in cybersecurity, such as to recommend protections based on business de-
mands [8] and select cost-effective protections against specific threats [7]. The rec-
ommender system proposed in [11] is designed to track vulnerabilities. It utilizes
automated techniques to identify the smallest possible collection of software vulner-
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abilities and promptly warns enterprises. The recommender system employs natural
language processing, fuzzy matching, and machine learning techniques to minimize
the manual labor required for matching software product vulnerabilities. In [12], the
recommender system is designed for incident response, leveraging network moni-
toring tools and security frameworks to address security threats such as ransomware
and lateral movement of attackers. The system utilizes network traffic analysis, vul-
nerability assessments, and insights about the local environment to create profiles
for the devices within a network, thereby adding support to the incident handlers in
decision-making.

In [24] present a method for building an attack graph to identify potential attack
paths in a maritime supply chain infrastructure and then utilizing a recommender
system to make the prediction about the future attack steps within the network
based on the identified attack paths. In [20], the digital twin (DT) based method
is proposed to enhance cyber-physical system security. The DT uses real-time data
for anomaly detection in the physical layer and employs an attack graph model for
network security analysis, providing risk assessments and recommending targeted
security measures. The author [13] developed a web-based system that identifies
hardware-based vulnerabilities and provides the user with appropriate recommen-
dations on specific situations to improve cybersecurity.

While Al planning and recommender systems are discussed individually, there is
no research on combining these two approaches to provide comprehensive solutions
for cybersecurity. The gap in the literature highlights the need for not only model-
ing attacks using PDDL but also showing the need for a recommender system for
security control based on the provided action steps.

3 Approach

The proposed approach models cyberattack using Al planning, providing a struc-
tured understanding of the attack steps and corresponding control recommenda-
tions. Figure 1 shows the approach, including its components and relationships. The
approach starts with the PDDL description, which is composed of two files, i.e.,
domain and problem, and these files describe the actions, precondition, and goal
condition of cyberattack as shown in Figure 1. The planner takes the input of the
PDDL description to generate the output plan. The planner output attack steps are
classified according to the attack lifecycle, i.e., reconnaissance, weaponization, de-
livery, exploitation, installation, and command and control. We utilize the OpenAl
API to classify the attack steps. It helps accurately classify and identify patterns
in the attack steps. Based on this result, the recommendations for security control
are provided, and the recommendations are built on pre-existing frameworks such
as the NIST Cybersecurity Framework and ISO/IEC 27001. The classification of
the attack steps and controls at each phase of the attack lifecycle improves overall
cybersecurity strategy.

Aligning the attack steps and the controls from the industry framework, such as
NIST and ISO, to the standard attack lifecycle ensures a more comprehensive and
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Fig. 1 The Proposed Approach

proactive cybersecurity posture. It also ensures that the recommendations provided
are not only proactive but also aligned with industry best practices. The detailed
explanation of each phase is as follows:

3.1 PDDL Description

Recent advancements in PDDL have led to its adoption in a wide range of fields
(e.g., penetration testing, security assessment, robot mapping, urban planning, and
traffic control) [17]. PDDL is a standardized language designed to express plan-
ning problems in Al. PDDL description is comprised of two main components: the
domain and the problem. The details of both are given below.

PDDL Domain is a high-level description of a set of problems and the corre-
sponding actions and constraints involved. In the PPDL domain, we specify the re-
quirements (such as strips, typing, and equality). The domain stores preconditions,
post-conditions, and cause-effect relationships in a sequence of actions that repre-
sent an attack. Figure 2 shows the preconditions and effects of the two different
actions. The action in the PDDL domain describes a scenario where an entity per-
forms a task. Before the action can occur, the preconditions ensure that the entities
involved are valid. Once the action is executed, the system updates to reflect that the
task has been completed.

The precondition section inside the action “user-visits-site”” specifies the condi-
tions that must be true for the action to be applicable or executable (i.e., :precon-
dition (and (user ?User) (software ?Browser) (browser ?Browser) (site ?Site))). In
precondition, ”and” is a logical conjunction, meaning all conditions inside must be
true. In other words, before the user can visit a site, the user must be valid, the
browser must be software and a valid browser, and the site must be valid site. The
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(:action gain-write—access
(:action user—visits —site

:parameters (?User ?Browser ?Site) :parameters (?attacker ?bucket)
:precondition (and (user ?User) :precondition (s3-bucket ?bucket)
(software ?Browser)

(browser ?Browser) (site ?Site)) :effect (has—write—access ?attacker
:effect (and (use-software ?bucket))

?Browser)
(user—visits —site ?User ?Site)))

Fig. 2 PDDL Representation of Actions for Two Different Domains

effect describes changes in the system after the action has occurred. The planner will
only accept a domain if it supports all the requirements mentioned on the domain.

PDDL problem contains an initial state, a set of predicates that are set to true
initially, and a goal state, a set of predicates that may or may not be true with the
actions defined in the domain. The objects section starts with the list of specific
objects (or instances) that exist in a scenario. In the PDDL, the problem goal section
defines the desired state or conditions that the planner should aim to achieve. The
goal state denotes the desired final state of the world for the given attack.

Planner takes PDDL description as an input. The output of the planner is a
plan, that is, a sequence of actions that takes the agent from the initial state to the
goal state. Al planners have the advantage of requiring no data or datasets to train.
Instead, an entity within a domain is modeled, describing the relevant features of
an environment, the goals, constraints, and the actions available to the entity. The
PDDL planner aims to solve a PDDL problem by finding a plan that satisfies it.

3.2 Analysis Phase

The planner takes the input of the PDDL description to generate the output plan,
which is the attack steps that lead to the compilation of the goal. The analysis phase
is the second phase of the solution, and the attack steps are used as input for the
analysis phase as an attack step generation. These generated attack steps move to
the classification part, where each step will be classified according to the attack
lifecycle, such as reconnaissance, weaponization, delivery, exploitation, installation,
and command and control.

The attacks go through the described phases in a variant of degrees. This ensures
that we do a structured analysis of how an attack occurs, seen from the view of at-
tackers. We utilize the OpenAl API to classify the attack steps. It helps accurately
classify and identify patterns in the attack steps. For example, if the attacker gath-
ers information about the user by sending a malicious email, it indicates that the
attacker is gathering information about the user, which means the attacker is in the
reconnaissance phase of the attack lifecycle.

The attack occurs in multiple steps in which the attacker guides the user on his
own way to get access to the system. All of the generated steps will be classified
based on the standard attack lifecycle. In the analysis phase, classifying the attack
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steps according to the standard attack lifecycle is important because it provides a
structured understanding of the attack progression. This structured approach helps
the security analyst to better understand the attack flow, which makes it easier to
recognize the vulnerabilities in the system. It also helps develop countermeasures
that can disrupt the attack at various stages.

3.3 Data Phase

In this phase, we use well-known, widely recognized, and easily available controls,
specifically the NIST Cybersecurity Framework and ISO 27001 controls framework.
Both of the frameworks are internationally recognized. By utilizing these frame-
works, we ensure that our approach aligns with the best practices, ensuring coverage
of key security aspects like risk management and response planning.

Each framework contains a robust set of controls to mitigate various threat sce-
narios. Both frameworks are well-established; they provide a trusted base for de-
veloping our cybersecurity controls. By aligning our approach with NIST and ISO
27001, we aim for a robust and well-rounded security framework.

In our approach, we mapped controls that are common in both frameworks. It
will allow us to draw on the strengths of both frameworks while maintaining sim-
plicity and coherence in our control implementation. After completing this mapping,
we prioritize the specific controls most relevant to malware threats. This selection
process strengthens our security posture and simplifies the integration of controls,
making the implementation more efficient and effective.

3.4 Recommendation

In the recommended phase, we begin by compiling a list of controls that are common
to both of the security control frameworks. This initial compilation serves as a foun-
dation for our security strategy. Once the list is established, we categorize these con-
trols according to the standard attack lifecycle. The lifecycle includes phases such as
reconnaissance, weaponization, delivery, exploitation, installation, command, and
control. This classification of controls according to the attack lifecycle allows us to
align our security measures with the specific phases of an attack.

For example, controls related to user training and awareness might be particu-
larly relevant during the reconnaissance phase when attackers gather information
about the target. By mapping controls to the attack phases, we can ensure that our
recommendations are proactive and strategically focused on mitigation at each life-
cycle step. This proactive approach allows us to enhance our ability to mitigate risk
at each step of the attack lifecycle.
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4 Evaluation

The implementation of our solution used in the evaluation and examples of usage are
publicly available athttps://github.com/afaginayat/PDDL-Implementation.
To evaluate the proposed approach, we started by focusing on generating attack steps
using an Al planner. We run two different planners in our experiment: the Metric-ff
planner and the Fast Downward [10],[9]. The Metric-ff planner gives a simple output
without too much detailed information, while the Fast Downward gives the output
with additional details (e.g., plan cost, memory, and expended states) and provides
an optimal output plan. After the planner’s decision, we use PDDL as a language to
create the domain and problem file for the planner, where the actions, preconditions,
and goal conditions tailored to the cyberattack are defined. These files are described
as a .pddl file and served as the foundation for generating the attack steps.

The planners run the .pddl files (domain and problem files) to automate solutions
for planning problems. Both the planners were executed in the Linux environment.
Once the planner is executed, it produces a series of steps that show the transition
from the initial state to the final goal state, thus highlighting each action a malicious
attacker would take. For example, Figure 3 presents a visualization of the steps
involved in the S3 ransomware attack [18]. The identification of these steps is crucial
as they provide information on how an attacker progresses, and this information is
valuable as it helps identify attack patterns. The generated plan steps also provide
insights into the different stages of the attack lifecycle, which can be simple or
complex, thus facilitating risks and vulnerability assessments.

CREATE-KMS-KEY

GAIN-WRITE-ACCESS

'

‘ ENCRYPT-OBJECTS ‘

e

SCHEDULE-KMS-KEY-
DELETION

CHECK-BUCKET-
CONFIGURATION

UPLOAD-RANSOM-NOTE

Fig. 3 Steps of the S3 Ransomware Attack

The Metric-ff planner is a straightforward, relaxed planning and hill-climbing
search approach that gives a sample output plan without any other detailed infor-
mation. Fast Downward planner uses heuristics and various search enhancements,
which give us detailed information like plan cost, expanded states and total time,
and many other information. One of the benefits of using Fast Downward is that
it gives us the opportunity to test our domain and solve problems with different
types of searches. we check the four searches such as astar(blind()), astar(hmax()),
astar(Imcut()) and eager greedy([ff()]) with two different scenerio separately (ie.,
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phishing and ransomware attacks). Each offers different levels of efficiency and
complexity; among them, the Imcut generally provides the advanced heuristic,
most efficient and best performance due to its more informed search guides while
eager greedy selects actions that seem immediately promising to find the quick
solution. It does not guarantee optimal solutions but is typically faster for finding
feasible solutions. The plan cost remains the same for specific scenarios, but the
value of the expended states and total time are changing. Table 1 shows the different
search results of the phishing attack.

Table 1 Different Searches Details

No. Search Name Plan Cost|Expended States|Peak Memory (KB)|Total Time (s)
01 astar(blind()) 10 31 10224 0.001973
02 astar(hmax()) 10 23 10224 0.001891
03 astar(Imcut()) 10 11 10224 0.001946
04 |eager_greedy([ff()]) 10 11 10224 0.002042

Next, we moved to the classification of the attack steps into the various stages
of the attack lifecycle. First, we tried a keyword-matching approach to categorize
each step. The keyword-based approach was not effective and often failed to appro-
priately categorize certain plan steps, as it failed to account for the full context of
the action and its meaning. This limitation was apparent when steps involved mi-
nor differences in terminology. To address this, we integrate OpenAl API, which
enhances the classification process; the code snippet in Listing 1 illustrates how we
set the query used by OpenAl API. The code query is used by the function clas-
sify action, which uses OpenAl API to classify a list of actions into phases of the
attack lifecycle. The OpenAl API leverages advanced natural language processing
(NLP) techniques that go beyond keyword matching. It has the capability of un-
derstanding the context and semantics behind each attack step, ensuring that the
classification more accurately aligns with the stages of the attack lifecycle. This ap-
proach not only enhanced the accuracy of classification but also provided a scalable
solution.

Listing 1 Message to OpenAl API

messages=[
{
"role": "user",
"content": f"Classify each cyber action in
the following:{action_name} in most relevant one
category from this cyberattack life cycle
list: {category}. In output i want dictionary of
the all the actions like x: ’'y’, here x is the
index of action and y is classification
result from given list",

The final phase of our work focuses on the recommender system that mapped the
set of controls to the classified attack steps controls that focus on malware preven-
tion. The controls are derived from established frameworks such as NIST CSF and
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Table 2 Recommended Controls for Different Attack Phases

Killchain Phase |Control Company Price Efficacy
Deliver Malware Protection Trend Micro $40 - $69.90/year |High
y Kaspersky Lab [$69.90/year High
o . McAfee $399/year High
Exploitation | Malware Protection CrowdStrike  [$99.99/device/year|High
e . SANS Institute |$1279/year High
Exploitation Human Security Awareness Cybrary $660/ycar High
. . Fortinet $69.90/year High
Installation Malware Protection Trond Micro $40 - $69.90/year |High
. . Splunk $1800/GB/day High
Installation Event Logging TBM QRadar [ST04007ycar High
s . Trend Micro $40 - $69.90/year |[High
Act on Objective | Malware Protection McAToe $3007year High

Act on Objective| Human Security Awareness D3 Security - $7271year Medium
Global Learning .

$711/year Medium

Systems

ISO 27001; both are widely recognized in the field of cybersecurity. These controls
are also mapped with the stages of the attack lifecycle to ensure that they are relevant
and effective in addressing potential vulnerability at each stage. Additional informa-
tion for each control, like cost, provider company, and efficacy, are critical factors
for decision-making for security operations, and the CyberDB website is utilized to
get these details. Table 2 shows a snippet of the recommended controls output for
the example of the phishing attack; the steps generated by the planner are classified
as follows Delivery, Delivery, Delivery, Exploitation, Installation, Weaponization,
Installation, Exploitation, Act on Objective. The full table with the full output of
the recommender system can be found in a PDF in the paper repository. Such de-
tailed information like cost and efficacy helps in making informed decisions when
selecting appropriate security measures. For example, the control human security
awareness recommends for exploitation and action in objective phases with differ-
ent efficacy. By offering recommendations that are based on the specific stage of the
attack life cycle, the recommender system enhances the decision-making process,
making it easier for administrators to prioritize actions that will provide an effec-
tive defense against the cyber attack. This improves the overall security posture by
providing actionable insights.

5 Conclusions and Future Work

In conclusion, we employed the PDDL and have demonstrated the efficacy of Al
planning to model and anticipate cyberattacks. By using an Al planner, we can gen-
erate the attack steps, allowing us to identify and classify each phase of the cy-
berattack, ranging from reconnaissance to command and control. This structured
approach not only aids in understanding the attack lifecycle but also facilitates the
identification of critical points where intervention can be most effective. In other
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words, we can say that it empowers the organization to proactively mitigate risks
and deploy countermeasures.

The usage of a recommender system further strengthens the proposed approach.
Based on that, security teams can make informed decisions by providing tailored
recommendations based on the identified attack path. Combining Al planning and
recommender systems has the potential to improve cybersecurity by proactively
identifying vulnerabilities and tailoring defense strategies.

Future work involves expanding the PDDL to various attack scenarios and the
integration of recommendation systems for protection. Also, additional quantitative
evaluations have to be conducted, and further Al techniques can be explored (e.g.,
supervised and unsupervised learning) for the recommendation of effective protec-
tions that encompass specific compliance and business demands. Furthermore, gen-
erative Al benefits have to be explored more in-depth, thus verifying the accuracy
of different frameworks and tools for cybersecurity scenarios.
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