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Abstract. Cybersecurity planning is challenging for digitized companies that
want adequate protection without overspending money. Currently, the lack of
investments and perverse economic incentives may increase the number of cy-
berattacks, which result in several economic impacts on companies worldwide.
Therefore, cybersecurity planning has to consider technical and economic di-
mensions to help companies achieve a better cybersecurity strategy. This paper
introduces SECAdvisor, a tool to support cybersecurity planning using economic
models. SECAdvisor allows one to (a) understand the risks and valuation of dif-
ferent businesses’ information, (b) calculate the optimal investment in cyberse-
curity for a company, (c) receive a recommendation of protections based on the
budget available and demands, and (d) compare protection solutions in terms of
cost-efficiency. Furthermore, evaluations on usability and real-world training
activities performed using SECAdvisor show its efficacy and usability, allowing
users to explore economic concepts and models for cybersecurity planning.

1. Introduction
One challenge for cybersecurity is how to plan a cybersecurity strategy without over-
spending money on protection measures [Franco et al. 2023]. The cybersecurity market
is worth billions of dollars and steadily rising investments, with companies investing in cy-
bersecurity to ensure availability and protect their core businesses from economic losses.
These losses might include direct losses due to business interruption (e.g., an e-commerce
that cannot offer products due to server downtime) or indirect losses like reputation harm
and legal penalties.

Although there are businesses more prone to specific attacks, in general, attackers
tend not to spend too much time focusing on one specific company but on exploring vul-
nerabilities in the type of businesses they see as potential weaknesses. This happens espe-
cially in the case of Small and Medium-sized Enterprises (SMEs), which are the focus of
more general attacks (i.e., not tailored for a specific company) [European Union Agency
for Cybersecurity (ENISA) 2021] because attackers know the reality of most SMEs: lack
of training, limited technical expertise, and insufficient budget for cybersecurity.

Cyberattacks can devastate SMEs and put many companies out of the market in
the last few years. Therefore, It is important to understand and mitigate risks to reduce
possible impacts on their operations [Franco et al. 2021]. However, most companies do
not have sufficient budgets to spend, making cybersecurity planning harder. Therefore,
it is important to have tools and models that simplify the task of cybersecurity planning,
making it not only more user-friendly but also more cost-efficient. Thus, approaches
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that rely on cybersecurity economics concepts have to be considered [European Union
Agency for Cybersecurity (ENISA) 2012a] together with technical knowledge to balance
risks and investments for a company.

In cybersecurity economics, the Gordon-Loeb (GL) model is the most well-accepted
analytical model to determine the optimal investment level in cybersecurity [Gordon and
Loeb 2002a]. The model considers (a) how much the data or service is valued, (b) how
much the data is at risk (e.g., attack probability-based historical data), and (c) the prob-
ability that an attack is going to be successful, which can be defined based on the threat
modeling and risk analysis. Also, extensions to the GL model have been proposed over
the years.

In the last years, information segmentation was also introduced as a key element
for investments in cybersecurity [L. A. Gordon, M. P. Loeb, L. Zhou 2021]. The informa-
tion segmentation argues that the amount invested in cybersecurity, when calculated using
the GL model, should be considered in terms of specific information segment and their
potential benefits (i.e., investments vs. potential losses). However, this kind of model
is not trivial to be applied by companies, nor is it well-known by non-technical users.
Therefore, solutions that support the application of GL and other economic metrics to
cybersecurity are welcome for companies’ faster adoption since economic motivation is
one of the strongest to convince a company to invest in cybersecurity.

Based on that, SECAdvisor, an open-source and visual tool for calculating the
optimal investment in cybersecurity, is proposed. SECAdvisor is the first of its kind. It al-
lows users to define information segments within a company and calculate the optimal in-
vestment for each segment, including potential losses with and without an optimal invest-
ment in cybersecurity. This calculation applies GL to estimate values accurately. After
calculating optimal investments in cybersecurity, SECAdvisor can recommend protection
measures using an external recommendation engine [Franco et al. 2019]. Furthermore,
the Return On Security Investment (ROSI) metric is calculated for each recommended
solution to compare the cost-effectiveness of protections.

The remainder of this paper is organized as follows. Section II introduces key
economic models, while Section III reviews related work on cybersecurity economic so-
lutions. Section IV presents the SECAdvisor tool, followed by evaluations as of Section
V. Finally, Section V concludes the article.

2. Background
This section introduces the theoretical foundations of two of the most well-accepted cy-
bersecurity economics models, including examples for cost analysis and investments in
cybersecurity. These models are used as the basis for conducting cybersecurity planning
under an economic lens using the SECAdvisor tool.

2.1. Gordon-Loeb (GL) Model

The GL model is an economic model used to analyze the optimal investment level in cy-
bersecurity. The model was proposed in 2002 by Gordon and Loeb [Gordon and Loeb
2002b] and considers a system’s vulnerability and potential financial loss due to a cyber-
attack. There are two generic security breach classes (i.e., definitions for S(z, v)) to show
the performance of the GL model to estimate the optimal investment in cybersecurity.
The purpose of a cybersecurity investment is to lower the probability that a system within
the company will have a financial loss. Thus, the GL model was initially demonstrated
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using these two security breach probability functions. The first class refers to a linear
vulnerability, while the second analyzed class is concave (i.e., the slope of the graph line
increases gradually from left to right). It is important to note that, based on the analysis
conducted, the optimal investment in cybersecurity is always ≤ 1

e
, where e is the Euler’s

constant (i.e., ≈ 2.71828). This means that the optimal investment is always ≤ 37% of
the expected loss (vL) without investments [Baryshnikov 2007].

Therefore, GL determines, in a general way, that the maximum investment (zmax)
in cybersecurity will never exceed 37% of the expected loss (vL) for all functions part of
the classes investigated by [Gordon and Loeb 2002b]. To calculate the optimal invest-
ment, it is necessary to use the productivity of a cybersecurity investment, which may
vary for different scenarios, depending on specific concerns surrounding a particular set.

The optimal amount (z∗i ) to invest in a specific information segment i depends
on the value of the information (Li) that is part of the segment. Also, the vulnerability
of each segment (vi) has to be considered for calculating the productivity of additional
investments in cybersecurity for each segment. Therefore, the total cost of investment re-
sults in the sum of each segment calculated individually. Hence, it is possible to prioritize
segments based on cost-benefits and achieve a better overall cybersecurity investment.
The Equation 1 shows how to calculate the new vulnerability v for a given investment z.
This means that, for this scenario, the optimal investment must find the better trade-off
between v and z.

S(z, v) =
v

1 + 1
L×α

× z
, where α = 0.001 (Productivity Coefficient), v = Vulnerability,

L = Potential Loss, z = Investment
(1)

2.2. Return On Security Investment (ROSI)

The concept of ROSI is slightly similar to the Return on Investment (ROI). However,
while ROI measures the benefits/profits from a particular investment, ROSI focuses on the
loss prevented by a cybersecurity investment. ROSI is a cybersecurity economics metric
that helps to identify when a given solution (e.g., Firewall, Antivirus, or Cybersecurity-
as-a-Service product) is cost-efficient or not [Sonnenreich et al. 2005, European Union
Agency for Cybersecurity (ENISA) 2012b]. Also, this metric is beneficial when compar-
ing two different solutions with similar characteristics to determine which one should be
acquired from an economic perspective.

A desirable result is a ROSI ≥ 1, which means the payback is positive. If ROSI
is ≤ 1, there is no cost-benefit in investing in the specific solution. Therefore, the higher
the ROSI, the better the investment in a solution. ROSI general calculation is provided in
Equation 2. As can be seen, for the calculation of ROSI, it is necessary to quantify the
monetary risk of a cyberattack. Therefore, analytical approaches must be in place to help
companies determine the possible financial losses due to a cyberattack.

ROSI =
RiskReduction − SolutionCost

SolutionCost

, where

RiskReduction = ALE ×MitigationRatio

(2)
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Besides the solution’s cost and efficiency (i.e., mitigation rate), ROSI uses the An-
nual Loss Expectancy (ALE) as input. The calculation of ALE is shown in Equation 3.
For that, it is necessary to estimate the Annual Rate of Occurrence (ARO) of cybersecu-
rity incidents and also the Single Loss Exposure (SLE), which means that an analysis of
the company has to be made to understand the history of the attacks to identify its be-
haviors and impacts in the company. SLE can be described as the cost of a loss due to a
single incident, while the ARO is the probability of an incident happening within a year
timeframe.

ALE = ARO × SLE,where
ALE: Annual Loss Expectancy

ARO: Annual Rate of Occurrence
SLE: Single Loss Exposure

(3)

3. Related Work
The solutions surveyed for this work are tools, systems, or software that implement
methodologies or techniques to allow users to handle cybersecurity demands more in-
tuitively. These solutions discussed in this section provide at least (a) a backend that
implements a set of features for cybersecurity planning and investment and (b) a frontend
that allows users to interact with the solution to access the features. Therefore, solu-
tions like those discussed below are essential for cybersecurity planning and investment,
especially for SMEs needing intuitive and simplified ways to handle cybersecurity. An
overview and comparison of different solutions discussed within this section is shown in
Table 1.

The Cybersecurity Osservatorio offers services to raise SMEs’ cybersecurity aware-
ness, including a self-assessment tool for cyber risk. This tool requires inputs about se-
curity measures and key assets to estimate expected annual losses for relevant threats,
providing results when all information is correctly submitted. Similarly, a recommender
system proposed by [Huff et al. 2021] tracks and recommends protections against vulner-
abilities using Natural Language Processing (NLP), fuzzy matching, and Machine Learn-
ing (ML). Tested on 50 software and hardware inventories, it saved over 7 hours of work
and provided more accurate results than human analysts. This system is noted as the first
automated solution for matching vulnerabilities in private software and hardware inven-
tories.

A recommender system for data protection was introduced by [Li et al. 2019],
which simulates protection options and provides insights into aggregated plans. The sys-
tem recommends protections for a given data group to achieve a higher risk deduction
with a given budget. Even though this work can be the first step toward data-centric se-
curity application, the authors emphasize that evaluations with larger samples are still
needed to validate and improve the proposed system. Similarly, MENTOR [Franco et al.
2019] was also proposed as a recommender system for protections relying on correlation
measurements to determine which protections fit better businesses’ demands (e.g., type of
attack, region, and leasing period) and budget available. MENTOR was integrated with
different solutions in the cybersecurity planning process, such as the conversational agent
for cybersecurity planning proposed in [Franco et al. 2020a] and the blockchain-based
marketplace for protections introduced in [Franco et al. 2020b].
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Table 1. Comparison of Solutions for Cybersecurity Planning and/or Investment

Solution Category Type User-Friendly
Interface

Technical
Aspects

Economic
Aspects Characteristics

[Cybersecurity Osservatorio ] Risk
Assessment Product Yes Partially Yes

Provides report on ex-
pected annual losses.

[Rea-Guaman et al. 2018] Risk
Assessment

Research
and Prototype Yes Partially Partially

Correlation between
Vulnerabilities and
Assets.

[Huff et al. 2021]
Recommender

System and Risk
Assessment

Research
and Prototype No Yes No

NLP and ML tech-
niques are applied to
list vulnerabilities in a
software inventory.

[Hallman et al. 2020] Cybersecurity
Investment

Research
and Prototype Yes Partially Yes

Quantifies the effects
of cybersecurity in-
vestment in critical in-
frastructures.

[Benz and Chatterjee 2020] Risk
Management

Research
and Prototype No Yes Partially

Questionnaire-based
tool with 35 questions
based on NIST CSF.

[Huang et al. 2019] Risk
Management

Research
and Prototype Yes Yes No

Visual tool that sim-
plifies and automates
the application of
NIST CSF in compa-
nies.

[Li et al. 2019]

Recommender
System and

Cybersecurity
Planning

Research
and Prototype Yes Yes Yes

Provides recom-
mendation for data
protections based on
risk factors and a
given budget.

[Franco et al. 2019] Recommender
System for Protections

Research
and Prototype Yes Partially Partially

Provides recommen-
dation for protections
based on technical
demands and a given
budget.

In another work based on the NIST Cybersecurity Framework (CSF), the authors
proposed a user-interactive cybersecurity tool to simplify and automate the NIST compli-
ance of companies [Huang et al. 2019]. This work developed a front-end and back-end
to provide a robust and user-friendly NIST-compliance guideline tool. However, even
simplifying the process by providing Web-based interfaces and other features, apply-
ing the NIST CSF remains a challenge for SMEs since it requires an understanding of
cybersecurity-related information, concepts, and interactions.

In [Rea-Guaman et al. 2018], a new solution for the analysis and risk management
was proposed. The novelty of the solution relies on the correlation between vulnerabili-
ties and the assets available in the company. Understanding the potential impacts on the
assets is possible if a given vulnerability is exploited or an incident happens. The authors
argued that there is a gap in the literature that concerns technical and economic impacts
since most of the solutions available for risk management focus on threats without under-
standing the assets and their possible economic impacts.

A tool named ReCIs was introduced in [Hallman et al. 2020]. The tool applies
the Return on Cybersecurity Investment (ROCI) model, also proposed by the authors of
the work, to quantify the effect of cybersecurity investment on critical infrastructure. In
the ROCI model, the ultimate return value to determine if protection is cost-efficient is
calculated as the annual difference between costs associated with cyberattacks minus the
costs of those same attacks, now mitigated by a cybersecurity solution. This work was
one of the first cybersecurity investment approaches to quantify a return on investment for
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the critical infrastructure sector. Also, there are industry efforts for economic analysis by
relying on cyber risk quantification models, such as the QBER model [Franco et al. 2024]
proposed as an attempt to standardize the economic analysis within the Indian financial
sector.

Based on the literature review, cybersecurity is receiving much attention on differ-
ent fronts, from mitigating cyberattacks to planning and investing in defining cybersecu-
rity strategies. Most cybersecurity economics models are still not mature [Kianpour et al.
2021] but are evolving into more robust models. Therefore, it is important to provide
tools that help companies understand and apply current and future economic models in
straightforward ways. Thus, there are opportunities for multidisciplinary approaches to
address cybersecurity gaps, focusing on more efficient, economically viable, and suitable
cybersecurity strategies.

4. The SECAdvisor Tool

The SECAdvisor is a solution proposed to support the definition of budget, requirements,
and information during the cybersecurity planning of companies. To the best of the au-
thors’ knowledge, SECAdvisor is the first solution to integrate different cybersecurity
economic models in cybersecurity planning in a straightforward and extensible way. The
solution was designed and developed to support companies but also to support training
and educational activities with people interested in cybersecurity planning, such as con-
sultants, academic students, and researchers.

Figure 1 gives an overview of the conceptual architecture of SECAdvisor, includ-
ing three different application layers and their relationships. The flow starts with the
decision-maker (i.e., user) accessing the Web-based Interface of SECAdvisor and defin-
ing the business profile representing the company they want to conduct the calculations.
To create such a profile, the user must submit key information about the company to
SECAdvisor, such as the revenue, sector, and number of employees. Next, the Segment
Layer is in charge of (a) managing the different segments within the company, (b) estimat-
ing how valuable each segment is (e.g., based on the critical data available and specific
parameters for a given segment), (c) calculating and comparing the optimal investment
per segment, and (d) configuring the Breach Probability Function (BPF) according to the
needs. Finally, the Recommendation Layer allows for the selection of specific threats and,
based on the optimal calculation provided by the Segment Layer, can determine which
protections are suitable for the company in terms of fitting the optimal investment, budget
available, and demands to mitigate/avoid a selected threat.

The Recommendation Layer prepares all information required and makes requests
to the recommendation engine implemented by MENTOR [Franco et al. 2019], which
uses Euclidean Distance, Pearson Correlation, and Manhattan Distance as similarity al-
gorithms. After a list of protections is recommended for the company, the SECAdvisor
calculates the ROSI metric for each protection since it can support cost-efficient invest-
ments by comparing different recommended protections. The Data Layer is also imple-
mented by SECAdvisor to store all relevant data (e.g., information regarding the business,
segments, and knowledge used for the segments estimations). Besides that, all configura-
tions needed for the GL model and for the customization of the SECAdvisor are stored in
a database. Therefore, although predefined equations and configurations are placed, the
SECAdvisor can be extended and adapted by changing key fields in the database.
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Figure 1. Conceptual Architecture of the SECAdvisor

4.1. Segments and Value Estimation

Determination of the segments and their values is critical for the optimal calculation of
investments and the recommendation of protections according to specific demands [L.
A. Gordon, M. P. Loeb, L. Zhou 2021]. A segment represents a technical business area
of a company. Thus, the optimal investment amount should be calculated per segment,
since a specific segment might be directly related to the potential benefits of cybersecurity
investments. The following information is required to determine a new segment:

• Segment Name: The parameter represents the segment’s name, which can be
freely chosen by the company (i.e., user).

• Segment Type: The type of segment is used to suggest suitable cybersecurity
threats and simplify the segment’s monetary valuation. SECAdvisor allows for
the selection of different pre-defined segments, such as Web Server, Network, or
Database segments.

• Value: To calculate the optimal cybersecurity investment level, the segment’s
monetary value (US$) is needed. Since it is often difficult to determine this value,
the SECAdvisor assists in valuing the segment based on publicly available reports
and data. For example, for database segments, it can take statistics from data
leakage reports [Corporation 2022] and compute expected loss in case of leakage
based on the number and type of records available.

• Risk: The Risk parameter describes the probability of a cyberattack. The user is
allowed to specify a number between 0% and 100%. This parameter is needed
to determine the optimal investment. The accuracy of such information will vary
according to the user’s knowledge and risk assessments previously conducted.

• Vulnerability: This parameter is also needed to calculate the optimal cyberse-
curity investment. It describes the probability that a cybersecurity attack on the
segment will be successful. Values between 0% and 100% are allowed, which will
vary according to the user’s knowledge of the risk.
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Next, the value of the segment must be estimated. However, it is not a trivial task
for a user to determine the monetary value of the segment, such as how much a database
is worthy for the business or networking infrastructure based on, for example, the records
available in the database and its value in case of leakage. Therefore, the SECAdvisor
provides aid to facilitate this decision. The system allows the user to enter parameters
tailored to the segment, which are evaluated based on previous knowledge populated in
the database (e.g., values based on estimations made by reports, research, or shared by
partners). Thus, the user can receive a suggestion for the segment’s value, which he/she
can use or adapt according to his/her view.

4.2. Investment Calculation

The SECAdvisor calculates the optimal cybersecurity investment based on an extension
of the GL model proposed by [L. A. Gordon, M. P. Loeb, L. Zhou 2021]. This extension
combines the GL with the idea of information segmentation. An important factor for the
investment calculation is the BPF. It is denoted as S(z,v), where z describes the monetary
investment and v the vulnerability of the segment. The BPF describes the productivity
of the investment, which first increases and then decreases after a certain point. Each
additional investment is higher than the resulting benefit from this point on. The steps
and definitions described in Section II are used to showcase the application of the GL
model within SECAdvisor.

To calculate the optimal investment in cybersecurity, the SECAdvisor uses the
BPF defined in Equation 4. This BPF is an extension provided by the GL model consid-
ering different segments of information within a company. It provides a slightly different
behavior when compared to the one initially provided by the GL model (cf. Equation 1),
thus showing how the BPF can be adapted for different scenarios. Thanks to this GL
model extension, the SECAdvisor calculates the optimal investment level for each seg-
ment. In addition, the monetary advantage of information segmentation is also illustrated
in the application. Note that these equations are fully extracted from the original work that
extended the GL model to support information segmentation [L. A. Gordon, M. P. Loeb,
L. Zhou 2021]. Therefore, it tries to generalize the BPFs to cover hypothetical scenarios
anchored by some assumptions related to the reality of cybersecurity today. However,
this is not true for any company that wants to invest in cybersecurity since different com-
panies’ sizes, sectors, and security landscapes may require adjustments on the BPF to
accurately calculate. Thus, for an accurate optimal investment calculation, the BPF has to
be defined according to the reality and demands of a given company or sector.

Si(zi, vi) =
vi

1 +
1

L× 0.001

z
Li

L

(4)

To determine the cost-effectiveness of a cybersecurity investment, the SECAdvi-
sor then uses the ROSI metric. This metric is used because cybersecurity investments do
not bring a direct profit but reduce potential damage. During the evaluation of cybersecu-
rity investments, the focus is on assessing how much potential loss can be prevented by
an investment. Therefore, the monetary value of the investment must be compared with
the monetary value of the risk reduction.
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Figure 2. Dashboard of SECAdvisor with the Optimal Investments per Segment
Calculated

4.3. SECAdvisor’s Implementation

The SECAdvisor was mainly implemented using AngularJS and NestJS frameworks. The
database is the MongoDB, a document-oriented NoSQL database management system.
The data used for the SECAdvisor prototype is stored on MongoDB Atlas, a flexible and
scalable cloud database service. The database was connected using the Mongoose, an
Object Data Modeling (ODM) library for Node.js. Calculating the optimal investment
level is a core competence of the application. For that, the library nerdamer was used
to enable calculation operations that JavaScript does not provide by default. Finally, the
integration with the recommender system, the so-called MENTOR, was performed by
making calls for a RESTful API implemented by MENTOR. The source code and a full-
fledged prototype of SECAdvisor are publicly available 1.

Figure 3. Definition of Segments Using the SECAdvisor Interface

For the tool’s usage, as the first step after the login, the user has to add his/her
business profile and the segments that compose the business under analysis. The user
can use the SECAdvisor interface to add each segment required for the optimal invest-
ment calculation. Figure 3 shows the interface for adding one segment. A database seg-
ment (i.e., segment type) is selected, which requires the user to fulfill the information
regarding the records stored in such a database (e.g., number of records with sensitive and
anonymized data). If this information is available, the value estimation can be performed
automatically; otherwise, the segment’s value must be defined manually. Also, the risk
of an attack happening in this segment has to be defined together with the likelihood of a
successful attack.

1https://gitlab.ifi.uzh.ch/franco/secadvisor/
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After having the segments determined (i.e., value, risk, and vulnerability of a seg-
ment), optimal investments can be calculated by applying the GL model automatically.
The equations are used as defined by the database (e.g., BPF and additional calculations).
Figure 4 shows the calculations made for each segment added to the SECAdvisor. In this
example, three segments are available: Customers Database, Marketplace server, and In-
ternal Operations network. An overview of information is available in the table generated
by SECAdvisor, and the optimal investment is defined.

Furthermore, to explain the calculations in detail, SECAdvisor provides a feature
that shows the different values computed until finding the optimal investment, including
values higher and lower than the final value. Figure 5 depicts the ENBIS rate for each
value calculated until finding the optimal investment (highlighted in the green row). Also,
the user can customize his/her investment to check if there is a positive ENBIS. Such a
feature helps to understand if the current investment decisions are efficient compared to
the optimal investment.

Figure 4. Interface for Customization of BPF using SECAdvisor

The BPF can also be configured according to the preference of the company. Fig-
ure 4 shows this configuration feature. SECAdvisor uses, as default, the BPF introduced
in [L. A. Gordon, M. P. Loeb, L. Zhou 2021] but allows for (a) changing the weight of
each variable part of the equation (i.e., basic configuration) or (b) defining a complete
new BPF (i.e., advanced configuration). Moreover, it is possible to compare different
BPFs with the original one provided by the GL model. Thus, users can adjust the BPF
according to their companies’ reality to calculate the optimal investment.

After the optimal investment calculation, the user can use this information as in-
put for the next steps of planning and investment, taking it as a reference value for each
segment. For instance, this value can determine the maximum budget to spend with pro-
tections for a specific segment. With this amount at hand, the user can then go for the
Recommendation tab, which allows obtaining recommendations of protections based on
the MENTOR engine. Besides recommending protections that fit the budget (i.e., optimal
investment) and customized demands, the SECAdvisor calculates the ROSI metric by just
clicking right below one suggested protection.
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Figure 5. Interface for Customization and Zoom-In on the Optimal Investment
Calculation

The ROSI calculation can be done for each protection recommend, which requires
the user to provide the mitigation rate, the incident cost, and the annual incidence rate for
each protection, as shown in Figure 6. According to the segment definition, these values
have already been received from the MENTOR recommendation engine and provided by
SECAdvisor. However, the user can manually edit this if needed.

Figure 6. Input Parameters for ROSI Calculation using SECAdvisor

5. Evaluations
The evaluation conducted on SECAdvisor focuses on (a) the usability and benefits of
SECAdvisor, as well as (b) highlights examples of successful practical activities con-
ducted using SECAdvisor for educational purposes in European cybersecurity courses.

It is important to note that the evaluation of the GL model is explicitly out of the
scope since it is already extensively evaluated in the literature, such as in [Baryshnikov
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2007, H. R.K. Skeoch 2021, L. A. Gordon, M. P. Loeb, L. Zhou 2021]. Therefore, this
section focuses on evaluating the capacity of the SECAdvisor tool to achieve the correct
values of optimal investments by applying the GL model and its usability to reduce the
barrier to applying cybersecurity economic models. Also, the recommendation process
was evaluated in previous research available at [Franco et al. 2019].

5.1. Usability

For the usability evaluation, a survey was conducted on the platform’s usability and intu-
itiveness for cybersecurity investment calculations. Real-world users were invited to use
the platform to fulfill a given set of tasks and rate its usability on a System Usability Scale
(SUS) questionnaire [Brooke 1996].

Thirteen people participated in the evaluation of the SECAdvisor. All users had
previous experience in computer science, but only three were cybersecurity experts. Fur-
thermore, most of the participants knew basic concepts about business planning, but only
two of them had practical business experience. All users could create an account on the
platform and log in to the tool. All participants were able to use the tool successfully and
did not face any technical problems. Survey participants all ranged in the age group of 20
to 49, with the majority of respondents (7) from 20 to 29.

Users were asked to create an account and configure SECAdvisor with essential
information for three segments: Web Server, Database, and Network. After this ini-
tial configuration, a set of tasks was defined and conducted to evaluate different features
implemented in the SECAdvisor tool. They were tailored to validate if most users can
find correct results by applying cybersecurity economics principles intuitively and user-
friendly. Table 2 summarizes the tasks conducted and their success rate. A task was
considered successfully solved if the answer matched the correct answer. For all tasks,
the majority of the participants were able to solve the task successfully and provide the
correct answer.

Table 2. Tasks Performed by Participants using the SECAdvisor

Task Question Answer Success Rate
1 What is the vulnerability of the Database? 8% 92%

2 What is the yearly expected loss of the Database
if there are no additional investments in cybersecurity? $ 24,576 100%

3

After adding all the segments in the tool,
how much is the economic benefits between the

investment using information segmentation and without
information segmentation considering the optimal investment?

$ 1,852 77%

4 How much is the total costs of cybersecurity
for all of the segments? $ 41,079 92%

5 Which recommendation provides the highest ROSI
for the Network segment? Portwell 92%

6
What is the optimal investment for the Database segment
after adjusting for 1.5 the weight of the vulnerability (v)

on the BPF?
$ 3,058 69.2%

Task 1 had a 92% success rate, with only one incorrect response likely due to
a form error. Task 2 had a 100% success rate, unsurprising given its similarity to Task
1. Task 3’s success rate was 77%, lower due to participants’ unfamiliarity with the GL
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model’s information segmentation concept and the task’s complexity. Task 4 had high
success, with one error involving the correct total cost but the wrong parameters.

For Task 5, participants had to navigate from the segment overview table to the
recommendation section, with most solving it successfully except for one incorrect re-
sponse, highlighting their familiarity with ROSI. This indicates that users could navigate
to the recommendation page, input data, and compare ROSI values, showcasing the tool’s
effectiveness even for those with little prior experience. Task 6 had the lowest success
rate at 69.2%, as it required adjusting the BPF, which most users were unfamiliar with.
However, this lower success rate is not overly concerning since the tool provides a default
function that is well-researched and widely accepted, making custom input unnecessary
for regular use.

The overall success rate is high, with 87.2% of correct answers. This means that
most participants in the evaluation were able to use the tool properly and use its support
to solve the tasks successfully. All evaluation participants had a technical background,
were expected to be above average in technical skills, and were more likely to figure out
how the system works successfully. Finally, a final score was calculated according to the
SUS.

All ten SUS questions are initially scored from 0 (Strongly Disagree) to 4 (Strongly
Agree). Next, odd-numbered questions are positively worded, so it is subtracted 1 from
the user’s response score, while even-numbered questions are negatively worded, result-
ing in a subtraction of the user’s response from 4. After the score adjustment, the sum of
all answers is obtained (a value from 0 to 40). It is then multiplied by 2.5 to get a score
from 0 to 100. This score is not a percentage; a score above 70 is satisfactory. The over-
all SUS score was 82.1, indicating that SECAdvisor has very good usability and offers
essential features for user-friendly application of cybersecurity economic metrics. There
were three outliers in the SUS scores. The first, with expertise in ”Informatics,” provided
no additional feedback. The second, an expert in ”Cybersecurity and Risk Management,”
had a high understanding, showing the tool benefits from specific domain knowledge.
The third, with the lowest score, struggled to understand the system without step-by-step
guidelines.

5.2. Real-World Practical Activities

A set of practical educational activities was conducted using SECAdvisor. This allowed
hundreds of people and participants to get in contact with cybersecurity economics con-
cepts for the first time or even – when the knowledge was existent – to understand scenar-
ios where it can be applied usefully.

The SECAdvisor was already part of the course ”Becoming a Cybersecurity Con-
sultant” 2, which is part of a certification initiative developed within the H2020 CON-
CORDIA project to support people in preparing for a career as a cybersecurity consultant.
SECAdvisor was used for a 90-minute practical exercise conducted with 120 participants
after the theory on cybersecurity planning with an economic bias. The exercises supported
by SECAdvisor included the (a) calculation of optimal investments in cybersecurity us-
ing the GL model, (b) identification of protection candidates that fit specific companies’
demands, and (c) selection of cost-effective protections from a list of candidates using
automated calculation of the ROSI metric. All participants could apply the concepts, and

2https://www.concordia-h2020.eu/becoming-a-cybersecurity-consultant/
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the feedback was mainly positive, highlighting SECAdvisor as the first tool that provides
many benefits for both practical application in industry and education.

Also, SECAdvisor was used for practical exercises during cybersecurity lectures
for 40 Master’s students at the University of Zürich. This helped them understand practi-
cal applications of cybersecurity concepts and conduct planning tasks. Finally, SECAdvi-
sor was part of a 180-minute tutorial on the European Network for Cybersecurity (NeCS)
PhD School. Around 30 participants, all at the doctoral level and with experience in
cybersecurity, had the opportunity to interact with SECAdvisor to conduct five practi-
cal tasks for cybersecurity planning. Besides the exercises mentioned above, the tutorial
also included the definition of customized security BPFs and a comparison of the current
cybersecurity investment budget against the optimal investment.

6. Conclusions and Future Work
Solutions like SECAdvisor can benefit SMEs (and also large companies) around the globe
in better planning and investment decisions in cybersecurity while supporting the analysis
of possible financial losses due to a successful cyberattack. Besides cybersecurity solu-
tions, key investments must be made to increase cybersecurity staff and promote cyberse-
curity awareness for their general employees. Therefore, companies must ensure they can
detect and mitigate cyberattacks effectively, using a clear cybersecurity strategy tailored
to the company’s reality, thus, targeting personnel culture, size, sector, and budget, while
covering all relevant facets of cybersecurity.

The evaluations and activities performed with several real-world users prove the
benefits and feasibility of SECAdvisor for disseminating and applying cybersecurity eco-
nomic concepts for different stakeholders (e.g., educators, consultants, security experts,
and researchers). The tasks performed during the usability evaluation provide a high task
success rate when used by people with technical knowledge, and even advanced features
can be employed successfully. The tool strives to fulfill different criteria by providing
relevant features, such as user-friendly interaction for non-technical users and simplify-
ing the calculation of the optimal investment in cybersecurity. Some complexities and
gaps must also be considered as part of our evaluation. For example, the accuracy of the
results depends on the (a) quality of risk assessment and data provided as input, (b) level
of knowledge of the user to configure the system, and (c) the calibration of the GL model.
However, based on our experience, it is clear the benefit of SECAdvisor is to introduce
concepts of cybersecurity economics and highlight the flow of cybersecurity planning
under the economic lens.

Future work includes evaluating the tool with the industry using data for real vul-
nerabilities, threats, and controls. Also, Monte Carlo simulations can improve the input
details based on statistical simulations using real-world data. Furthermore, simulation
can assess the tool’s decisions and compare the GL model to real-world scenarios. The
customization of the BPF can also be enhanced to be more intuitive and automated based
on different profiles of companies and sectors. Finally, investigations on novel cybersecu-
rity economic models can be conducted, including the applications of techniques to infer
correctly the information needed for the calculation of cybersecurity investments.
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